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About the Author: Salim Sukari 

Salim’s passion has always been to help customers realise the benefits of an investment 

in Microsoft Technologies. 

Salim has worked with Australian businesses for almost two decades and has a deep 

understanding of data challenges faced by Australian businesses as well as the 

concerns business owners have when it comes to moving their data onto cloud 

infrastructure. He deeply understands the security threats faced by small and medium 

sized businesses and is out on a mission to help organisations safeguard their business 

systems. 

This eBook is a result of his extensive knowledge and experience in the Australian 

market; and was penned with a goal of bringing to educate business owners about cloud 

backups, the advantages, types and various options that Australian SMEs have. 

For more information about cloud backups Salim can be reached at 

ss@empowerit.com.au.  
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Introduction

Organisations of all sizes struggle with storing, protecting and managing large amounts 

of data. Technology is changing the shape of business. To keep up with the speed of 

changing technology; businesses need to extend the company data beyond a 

centralised location making it accessible to mobile workforce. 

The need to protect business data is pervasive and intensifying more than ever and 

businesses are seeking efficient ways to protect critical business information. The advent 

of cloud-based storage methods have provided organisation with new options to address 

the concerns regarding data storage, data security, data recovery and manageability 

costs. 

http://www.empowerit.com.au/
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Businesses 

Today’s organisations face many challenges associated with managing and 

protecting the increasing amounts of organisational data. 

Let’s look at the common organisational pain points: 

Capital costs: the capital costs involved with maintaining appropriate levels of 

physical storage capacity can be quite expensive. With a 52% average data 

growth, the investment required for additional infrastructure including media, 

tapes/disk drives, servers and software licenses exponentially adds up.

http://www.empowerit.com.au/
http://www.empowerit.com.au/
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Operational costs: Companies need to constantly monitor backups for successes, 

failures, plan capacity upgrades and deal with performance bottlenecks. All these 

require intervention from technical professionals diverting their attention from 

strategic IT projects. 

Management of removable storage devices: Yet another pain point for 

businesses that rely on traditional storage methods is effective management of 

the removable media. The longevity of the media and security risks need to be 

regularly monitored along with effectively tracking tape budgets and collection 

costs.

Keeping up with increasing data storage requirements: Today’s businesses are 

generating unprecedented amounts of data, and are struggling to keep up with 

the growing storage requirements. Growing data volumes puts increasing 

pressure on storage budgets and constrained backup windows. 

Disaster recovery and business continuity: As the reliance on IT grows; the 

recovery times are reducing. A survey conducted by the EMC Global Data 

Protection Index, 78 percent of Australian organisations said they are not fully 

confident in their ability to recover after a disruption. Ineffective disaster recovery 

management plan and self-management of offsite data tapes are the reasons 

why SMEs are unable to ensure business continuity in the event of a calamity. 

Businesses need the ability to seamlessly collaborate and share company 

information with employees and tackle the increasing data volume storage 

challenges.

http://www.empowerit.com.au/
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The Current Situation

The move to the cloud can make the difference between an organisation being 20% 

efficient and the one being 80% efficient. 

Yet the ACMA reports less than half of Australian small businesses were using cloud 

services in 2014 with a majority of those companies only using basic cloud applications 

such as storage and email and today adoption of the technology remains limited.

Cloud Backup vs. Disk/Tape Backup – A Quick Analysis

 Operating expense instead of capital investment 

 Increase capacity gradually as your backups grow

 No overhead moving physical media to an offsite location 

 No risk of losing a backup because of damage to disk/tape 

 No manual labour to bring the disk/tape onsite to restore

So what exactly is limiting Australian SMEs from embracing the cloud?

Change can be quite intimidating, which could be one of the reasons why organisations 

shy away from cloud storage options and stick to traditional disk/tape storage methods. 

Companies need to understand that costs involved with managing and storing disk/tape 

exponentially increases with storage requirement. Another common issue with traditional 

storage method is the backup file is stored generally close to the site location exposing it 

to the same calamity risks as the office site such as fire or flood. Data recovery from 

disks/tapes is slow and error-prone as well. 

http://www.empowerit.com.au/
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The Advantages of Cloud Backup

Cloud-based backup is an effective alternative for organisations looking for a 

comprehensive data backup option that help them overcome the challenges of storing, 

protecting and sharing ever-increasing volumes of business information. 

For most small business, as long as you have a decent internet connection, there is no 

reason to stay with a tape based back up system based on costs. Offsite cloud backups 

are generally more secure, less risky and does not rely on a consistent routine from a 

staff member. Let's break that down further. 

Firstly, what is Cloud based Back-up?

The cloud based back-up solution involves a full initial back up of your systems which 

are stored in a super safe data centre. The cloud solution then does "incremental" or 

small back-ups on regular basis which are added to your full back up. This means that 

your system are not taxed when operating and that you are able to get several backups 

throughout the day. 

This also means that if a fire runs through the building in the late afternoon, you can 

easily restore back to the early afternoon backup. The cloud based solution removes the 

reliance on people to take back-ups off site. Cloud back-ups are also stored in a data 

centre rather than a home or a car. 

Secondly, cost-wise how does Cloud and tape backups compare?

Here are some indicative costing for tape-based back-ups vs. a Cloud based system. 

The Cloud Based solution which stores 2 TB of data has a set-up cost of $1,000 and on-

going for $650/month. The price for setting up and running a similar tape based system 

is more.

http://www.empowerit.com.au/
http://www.empowerit.com.au/
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Upfront Costs On-going Costs

Tapes High - involves tapes for 

data volumes and frequent 

backup plans

Moderate – Involves offsite 

storage costs and tape 

management & transportation 

costs. 

Cloud Low - software is free and 

consumers only need to pay 

for storage they use. 

Low – Involves only software 

maintenance costs. 

Although each situation will be slightly different, the above comparison shows the cost of 

cloud based solution as significantly less expensive than an equivalent on-site tape 

solution.

Cloud-based storage and backup offers businesses several advantages such as:

 Extra level of off-site data protection in the event of a disaster. 

 Cost-effective and reliable alternative to traditional disk/tape backup methods. 

 Considerable lower upfront investment.  

 Instantaneous data recovery.

 Highly reduced administrative overheads. 

Contact us to know more about how having cloud backups can benefit your business. 

http://www.empowerit.com.au/
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The Types of Cloud Backups Public Cloud

Depending on the type of data and security requirements; organisations have the option 

of choosing between public and private clouds for storing their company related data. 

Public Cloud 

Also known as S-a-a-s (Software-as-a-service), public cloud is based on the standard 

cloud computing model where storage and applications are made available over the 

Internet. Public cloud services may be offered free (for individuals) or as a pay-per-

usage model. 

It can be defined as a multi-tenant environment where businesses are able to buy a 

server-slice in the cloud environment that is shared with multiple other users/businesses 

known as tenants. 

Public cloud is easy and in-expensive to set-up and companies need to pay for only the 

capacity used. Commonly used public cloud options include Amazon Web Services 

(AWS), Microsoft Azure and Dropbox. 

Public clouds limit configuration, security and SLA specifics and it is advisable for 

companies to keep their sensitive and confidential data out of the public cloud. As a 

result, public cloud is not ideal for organisations handling sensitive data. 

http://www.empowerit.com.au/
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The Types of Cloud Backups Private Cloud

Private Cloud 

As the name suggests private clouds are data centres offering the flexibility and scalability 

of the cloud but owned and managed by a single company. Private cloud has been 

designed for companies who wish to experience the benefits of cloud architecture without 

giving up control of maintaining their own datacentre. 

Private cloud allows organisations to scale up or scale out easily and maintain and support 

machines with different performance levels for development and live environments. The 

only downside or private cloud can be the associated capital costs when organisations 

decide to purchase all the equipment upfront. 

Service providers such as Empower IT Solutions offer convenient leasing options allowing 

small to medium enterprises experience the scalability, monitoring and security benefits 

offered by private cloud while keeping their capital costs low. 

http://www.empowerit.com.au/
http://www.empowerit.com.au/
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Choosing Cloud Service Provider

With the market flooded with service providers offering cloud backup services, companies 

need to analyse their key requirements and business objectives before choosing the type 

of cloud backup. But before you leap into the cloud, there are some things you need to 

consider and questions you should be asking your potential cloud service provider about 

backup.

Storage space

It is always important to look at the storage space being offered by cloud service providers. 

So ask questions about how much data can be supported. This generally goes from 

around 1GB up to unlimited storage. Often, it's not about the space you are using but the 

service costs you have to pay. So it's good to know beforehand what space you need so 

you can budget accordingly.

http://www.empowerit.com.au/
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Backup frequency

Find out how often your precious data is being backed up. It can vary from provider to 

provider. Is it hourly, daily, weekly or even in real time? And ask if the backup will slow down 

your in-office IT operations when the process starts - in which case it’s a good idea to set 

your own schedule. One good option here is Google storage, which offers real-time backups 

and syncing, with the option of looking back into the history of any file that was edited. 

Security

When you are putting your precious data in the cloud, security will be your main concern, so 

find out what systems are in place to protect confidential data from hackers. Accept nothing 

less than 256-bit encryption for data in storage and when being transferred. You should also 

ensure that the provider is using a Secure Socket Layer (SSL). It is worth checking, too, 

whether the cloud backup facility you choose complies with all local standards and 

regulations. In Australia, the government has drawn up a checklist of useful information, 

which can be found here.

Support

After-sales support is important in the cloud industry. After all, you are trusting the provider 

to look after the very foundation of your business. So you need to be sure that they are 

easily contactable and what the best way to do this is - phone, email, online chat etc. Find 

out what the protocol is in case of an emergency and how quickly they can get back to you 

when you need them.

Uptime

You want to make sure your backed up data is available when you need it - so the provider 

has to have a good record of uptime. You may pay more for Tier 1 services with 99.995% 

percent availability than Tier 4 with 99.671% availability. The difference might seem 

insignificant, but higher tiers also offer pre-emptive features, (backups of your backup) and 

advanced storage in high tech servers in temperature controlled rooms. 

http://www.empowerit.com.au/
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Conclusion

Companies wishing to embrace the cloud have concerns around data privacy and 

security. A cloud service provider with established security best practices and strong 

reputation can alleviate these concerns. Ensure to choose to a cloud service provider 

with a strong reputation of offering secure cloud services to local businesses.

Small and medium enterprises are recognising the importance of protecting their 

business from privacy breach and data loss. With cloud-based backups, organisations 

can achieve their strategic business goals, reduce spend on physical offices, increase 

employee efficiency and keep their data secure. An effective cloud-backup technology 

facilitates team collaboration, prepares businesses for potential disasters, limits 

downtime and scales with the business needs. 

If you are one of these business owners who don’t have off-site backups or a disaster 

recovery plan in place, it’s time to act. Taking preventive measures today and utilising 

cloud backups will keep your business operational in the moments and days after a 

disaster.

http://www.empowerit.com.au/
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About Empower IT Solutions

Empower IT Solutions is a leading provider of disaster recovery and data protection 

services across physical, virtual and cloud environments since 2004. As an Australian 

based and operated business, we understand the needs and concerns of local 

business. We have helped organisations of all sizes protect their business data, 

simplify and automate data recovery processes, maintain business continuity and 

reduce downtime. 

Some of the unique features of our cloud backup services include: 

 Entire environment backup (also known as server images) as opposed to 

individual data file backup. 

 The option to restore the backups to our infrastructure (private cloud) enabling 

businesses to get up and going within a few hours. 

 Affordable and predictable monthly pricing. 

 The option to receive the entire set on a USB drive instead of waiting for 

Gigabytes and Terabytes to download. 

We understand that service is paramount and have dedicated ourselves to making IT 

hassle-free for Australian businesses. If you are after an experience yet agile cloud 

service provider who can help plan data management and recovery strategies; then 

contact the Empower IT team to discuss your unique requirements. 

For more information on the cloud services offered by Empower IT Solutions visit: 

http://www.empowerit.com.au/services/cloud/. 

http://www.empowerit.com.au/
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